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Administered by University of Maine System
Office of Strategic Procurement
Request for Proposal (RFP)
SUBMISSION FORM PACKAGE

Marketing Strategy and Execution Academic Digital Yield Campaign for UMaine
RFP # 2023-056

Issued Date:  December 16, 2022
Response Deadline Date/Time:  January 6, 2023, 11:59 p.m. EST

Response Submission Information:

Submitted electronically to UMSResponses@maine.edu
Email Subject Line – RC:  Marking Strategy & Digital Yield Campaign - RFP#2023-056
Response Contact Information:
Strategic Sourcing Manager (SSM):  Robin Cyr
Email: UMSResponses@maine.edu 


INSTRUCTIONS
[bookmark: _Toc489531839][bookmark: _Toc98437161]Response Format Instructions
This section contains instructions for Respondents to use in preparing their response. The Respondent’s submission must follow the outline used below, including the numbering of section and sub-section headings.  Failure to use the outline specified in this section or to respond to all questions and instructions throughout this document may result in the response being disqualified as non-responsive or receiving a reduced score.  

The University and its evaluation team for this document have sole discretion to determine whether a variance from the document specifications should result in either disqualification or reduction in scoring of a response.  

Re-phrasing of the content provided in this document will, at best, be considered minimally responsive. The University seeks detailed yet succinct responses that demonstrate the Respondent’s experience and ability to perform the requirements specified throughout this document.

1.1.1 Section 1 – SUBMISSION FORM PACKAGE
1.1.1.1 Submission Form Package and Respondent’s response must be include everything included in the package to be considered.
Important: Section 2 and 3 below, will be provided as separate documents.

1.1.2 Section 2 - Cost Response
1.1.2.1 Insert File - 04 - 2023-056-RFP-IT-CostTemplate
1.1.2.2 Submission must include the Microsoft Excel Version

1.1.3 Section 3 - Master Agreement
1.1.3.1 Insert File - 05 - 2023-056-RFP-IT- Master Agreement
1.1.3.2 Please include any mark-ups in the Master Agreement submitted.

[bookmark: _Toc434850647][bookmark: _Toc489531841][bookmark: _Toc98436050]

SECTION 1
Appendix A – University of Maine System Response Cover Page
RFP # 2023-056
Marketing Strategy & Digital Yield Campaign
	Organization Name:
	

	Chief Executive – Name/Title:
	

	Telephone:
	

	Fax:  
	

	Email:
	

	Headquarters Street Address:
	

	Headquarters City/State/Zip:
	

	Lead Point of Contact for Quote – Name/Title:
	

	Telephone:
	

	Fax:  
	

	Email:
	

	Street Address:
	

	City/State/Zip:
	




1. This pricing structure contained herein will remain firm for a period of 90 days from the date and time of the quote deadline date.
2. No personnel currently employed by the University or any other University agency participated, either directly or indirectly, in any activities relating to the preparation of the Respondent’s response.
3. No attempt has been made or will be made by the Respondent to induce any other person or firm to submit or not to submit a response.
4. The undersigned is authorized to enter into contractual obligations on behalf of the above-named organization.  
5. By submitting a response to a Request for Proposal, bid or other offer to do business with the University your entity understands and agrees that: 
a. The Agreement provisions in Section 1.2.1.2 of this document will not be modified and are thereby incorporated into any agreement entered into between University and your entity; that such terms and condition shall control in the event of any conflict with such agreement; and that your entity will not propose or demand any contrary terms;
b. The above Agreement provisions in Section 1.2.1.2 of this document will govern the interpretation of such agreement notwithstanding the expression of any other term and/or condition to the contrary;
c. Your entity agrees that the resulting Agreement will be the entire agreement between the University (including University’s employees and other End Users) and Respondent and in the event that the Respondent requires terms of use agreements or other agreements, policies or understanding, whether on an order form, invoice, website, electronic, click-through, verbal or in writing, with University’s employees or other End Users, such agreements shall be null, void and without effect, and the terms of the Agreement shall apply.  
d. Your entity will identify at the time of submission which, if any, portion or your submitted materials are entitled to ''trade secret" exemption from disclosure under Maine's Freedom of Access Act; that failure to so identify will authorize UMS to conclude that no portions are so exempt; and that your entity will defend, indemnify and hold harmless UMS in any and all legal actions  that seek to compel UMS to disclose under Maine's Freedom of Access Act some or all of your submitted materials  and/or contract, if any, executed  between UMS and your entity.

To the best of my knowledge all information provided in the enclosed response, both programmatic and financial, is complete and accurate at the time of submission.


Date: ______________________________________


__________________________________________	______________________________________
[bookmark: _Toc489531842][bookmark: _Toc98436051]Name and Title (Printed)				Authorized Signature
Appendix B – Debarment, Performance and Non-Collusion Certification

University of Maine System
DEBARMENT, PERFORMANCE and NON-COLLUSION CERTIFICATION
RFP # 2023-056
Marketing Strategy & Digital Yield Campaign

By signing this document, I certify to the best of my knowledge and belief that the aforementioned organization, its principals and any subcontractors named in this proposal:
a. Are not presently debarred, suspended, proposed for debarment, and declared ineligible or voluntarily excluded from bidding or working on contracts issued by any governmental agency.
b. Have not within three years of submitting the proposal for this contract been convicted of or had a civil judgment rendered against them for:
i. Fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a federal, state or local government transaction or contract.
ii. Violating Federal or State antitrust statutes or committing embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, or receiving stolen property;
iii. Are not presently indicted for or otherwise criminally or civilly charged by a governmental entity (Federal, State or Local) with commission of any of the offenses enumerated in paragraph (b) of this certification; and
iv. Have not within a three (3) year period preceding this proposal had one or more federal, state or local government transactions terminated for cause or default.
c. Have not entered into a prior understanding, agreement, or connection with any corporation, firm, or person submitting a response for the same materials, supplies, equipment, or services and this proposal is in all respects fair and without collusion or fraud. The above mentioned entities understand and agree that collusive bidding is a violation of state and federal law and can result in fines, prison sentences, and civil damage awards.
Failure to provide this certification may result in the disqualification of the Respondent’s proposal, at the University’s discretion.


Date: ______________________________________


__________________________________________	______________________________________
Name and Title (Printed)				Authorized Signature


[bookmark: _Toc489531843][bookmark: _Toc98436052]SECTION 2

Appendix C – Required Cost Evaluation Exhibits

University of Maine System
COST EVALUATION
RFP # 2023-056
Marketing Strategy & Digital Yield Campaign

GENERAL INSTRUCTIONS:

1. File Name for form to provide Cost Submission is: 04 - 2023-056-RFP-IT-CostTemplate.  The file must be provided in Microsoft Excel.

2. The Respondent must submit a cost response that covers the entire period of the Agreement, including any optional renewal periods.

3. The cost response shall include the costs necessary for the Respondent to fully comply with the Agreement terms and conditions and requirements.  Note regarding total cost of ownership: This “cost” will encompass the entire solution pricing along with all products and services offered as part of the solution.

4. Failure to provide the requested information and to follow the required cost response format provided in Appendix C may result in the exclusion of the Response from consideration, at the discretion of the University.  You can add rows and columns required to insert additional information.  If a particular cost table is not required as part of your response simply leave it blank.

5. No costs related to the preparation of the Response for this document or to the negotiation of the Agreement with the University may be included in the Response.  Only costs to be incurred after the Agreement effective date that are specifically related to the implementation or operation of contracted services may be included.

6. Pricing will be guaranteed by the vendor for the term of the Agreement.  

7. The University will NOT seek a best and final offer (BAFO) from any Respondent in this procurement process.  All Respondents are expected to provide their best value pricing with the submission of their response. Respondents will NOT be given another opportunity to modify pricing once submitted. 


[bookmark: _Toc1728585][bookmark: _Toc98436054][bookmark: _Hlk98427561]SECTION 3

Appendix D – Evaluation Question(s) – Master Agreement

[bookmark: _Hlk110431735]This portion of the RFP contains special terms and conditions which will govern the resulting agreement, many of which are stated in RFP Section 1.2, with more detail in RFP file 05 - 2023-056-RFP-IT-Master Agreement.  Please indicate your acceptance for each special term by “X’ in the Agree or Disagree column.  
Should you take exception to any of these special terms and conditions you are required to note your exception directly below each of the respective terms in question.  It should be noted that any exceptions may result in the disqualification of your proposal, lack of providing the required response or indicating terms will be negotiated post award will result in a zero (0) score for the Master Agreement evaluation criteria in RFP Section 2.1.1.

	#
	Language Reference
(RFP Appendix A)
	Agreement Language / Requirement
	Agree
	Disagree

	Section 2 Requirement:  Modify the term and renewals set in the RFP Appendix A or exercise any renewal option without “parties’ mutual written agreement”.
	
	

	
	Term
	This Agreement shall commence on ______________________ and shall terminate on __________________, unless terminated earlier as provided in this Contract with option for additional renewals upon the parities’ mutual written agreement.

	Respondent Exception:  




	#
	Language Reference
(RFP Appendix A)
	Agreement Language / Requirement
	Agree
	Disagree

	Section 4 Requirement:  Agree to termination language other than what is provided here in Section 4.
	
	

	
	Termination
	The Agreement or a Services Engagement (Rider D) may be terminated by the University in whole, or in part, whenever for any reason the University shall determine that such termination is in the best interest of the University. Any such termination shall be affected by delivery to the Agreement or of a Notice of Termination specifying the extent to which performance of the Agreement is terminated and the date on which such termination becomes effective. The University shall pay all allowable costs incurred up to the effective date of termination. However, the Agreement or shall not be reimbursed for any costs incurred after the effective date of termination.

	Respondent Exception:  







	#
	Language Reference
(RFP Section 3.0)
	Agreement Language / Requirement
	Agree
	Disagree

	Section 5 Requirement:  Agree to termination language that does not provide clarifications concerning parties’ obligation upon termination.
	
	

	
	Obligations Upon Termination
	Any materials produced in performance of this agreement are the property of the University and shall be turned over to the University upon request.  The University shall pay the Agreement or for all services performed to the effective date of termination subject to offset of sums owed by the Agreement or to the University.

	Respondent Exception:  



	#
	Language Reference
(RFP Section 3.0)
	Agreement Language / Requirement
	Agree
	Disagree

	Section 6 Requirement:  Agree to termination language that excludes option for termination for reasons of non-appropriation.
	
	

	
	Non-Appropriation
	Notwithstanding any other provision of this Agreement, if the University is not appropriated sufficient funds to pay for the work to be performed under this Agreement or if funds are de-appropriated, then the University is not obligated to make payment under this Agreement.   

	Respondent Exception:  



	#
	Language Reference
(RFP Section 3.0)
	Agreement Language / Requirement
	Agree
	Disagree

	Section 8 Requirement:  
	
	

	
	Modification
	This Agreement may be modified or amended only in a writing signed by both parties.

	Respondent Exception:  



	#
	Language Reference
(RFP Section 3.0)
	Agreement Language / Requirement
	Agree
	Disagree

	Section 10 Requirement:  
	
	

	
	Applicable Law
	This Agreement shall be governed and interpreted according to the laws of the State of Maine

	Respondent Exception:  



	#
	Language Reference
(RFP Section 3.0)
	Agreement Language / Requirement
	Agree
	Disagree

	Section 13 Requirement:  Waive any statutory or constitutional immunity, this includes Maine Tort Claims Act (14 M.R.S.A. '8101, et seq.).
	
	

	Section 13 Requirement:  Pay attorneys' fees, costs, expenses or liquidated damages
	
	

	
	Applicable Law
	This Agreement shall be governed and interpreted according to the laws of the State of Maine

	Respondent Exception:  



	#
	Language Reference
(RFP Section 3.0)
	Agreement Language / Requirement
	Agree
	Disagree

	Section 17 Requirement:  Accept any references to terms and conditions, privacy policies or any other websites, documents or conditions referenced outside of the Agreement.
	
	

	
	Entire Agreement
	This Agreement sets forth the entire agreement between the parties on the subject matter hereof and replaces and supersedes all prior agreements on the subject, whether oral or written, express or implied. This Agreement is the entire agreement between the University (including University’s employees and other End Users) and Contractor. In the event that Contractor enters into terms of use agreements or other agreements, policies or understandings, whether on Contractor's purchase order, website, electronic, click-through, verbal or in writing, with University’s employees or other End Users, such agreements shall be null, void and without effect, and the terms of this Contract shall apply.  University will not be bound to any other terms and conditions set forth in any documents, agreements or policies posted on Contractor's website unless such terms and conditions are set forth in this Agreement.  Contractor may not unilaterally change any term or condition of this Agreement.

	Respondent Exception:  



	#
	Language Reference
(RFP Section 3.0)
	Agreement Language / Requirement
	Agree
	Disagree

	Section 21 Requirement:  Promise confidentiality in a manner contrary to Maine's Freedom of Access Act.
	
	

	
	Confidentiality
	The Agreement or shall comply with all laws and regulations relating to confidentiality and privacy including but not limited to any rules or regulations of the University.

	Respondent Exception:  



	#
	Language Reference
(RFP Section 3.0)
	Agreement Language / Requirement
	Agree
	Disagree

	Section 13 Requirement:  Waive any statutory or constitutional immunity, this includes Maine Tort Claims Act (14 M.R.S.A. '8101, et seq.).
	
	

	Respondent Exception:  



	#
	Language Reference
(RFP Section 3.0)
	Agreement Language / Requirement
	Agree
	Disagree

	Requirement: Decrease insurance type coverage limits.  (Agreement Rider B).
	
	

	Respondent Exception:  




[bookmark: _Toc98436055]SECTION 4

Appendix E – Organization Reference Form
[bookmark: _Toc489531852]
Respondent’s Organization Name:  ______________________________________________
INSTRUCTIONS:  Provide a minimum of three (3) current professional references who may be contacted for verification of the Respondent’s professional qualifications to meet the requirements set forth herein.  We strongly prefer references from higher education institutions similar in size and requirements to the University of Maine System, including those with multi-campus integrated solutions.

We request that the references include one long-standing customer (minimum of 3 year engagement) and one new customer (one who has been engaged with Respondent for less than one year). 

	REFERENCE #1

	Institution/Company Name
	

	Contact Name
	

	Contact Title
	

	Contact Phone Number
	

	Contact eMail Address
	

	Relationship Length
	



	REFERENCE #2

	Institution/Company Name
	

	Contact Name
	

	Contact Title
	

	Contact Phone Number
	

	Contact eMail Address
	

	Relationship Length
	



	REFERENCE #3

	Institution/Company Name
	

	Contact Name
	

	Contact Title
	

	Contact Phone Number
	

	Contact eMail Address
	

	Relationship Length
	



	REFERENCE #4

	Institution/Company Name
	

	Contact Name
	

	Contact Title
	

	Contact Phone Number
	

	Contact eMail Address
	

	Relationship Length
	



[bookmark: _Toc489531848][bookmark: _Toc98436056]Appendix F – Evaluation Question(s) - Organization, Qualifications and Experience

Respondent’s Organization Name:  ________________________________________________
INSTRUCTIONS:  Respondents shall ensure that all information required herein is submitted with the response. All information provided should be verifiable by documentation requested by the University. Failure to provide all information, inaccuracy or misstatement may be sufficient cause for rejection of the response or rescission of an award. Respondents are encouraged to provide any additional information describing operational abilities. 

Evaluation Question(s)

1. Provide a statement describing your company to include name, number of employees, locations, number of years in business, number of years offering/supporting the proposed solution, and any and all acquisitions or mergers in the last five years. Is the company publicly or privately held? 

2. Please indicate if your company either self identifies or holds certification as a LGBTQ+ BE, MBE, SDVBE, SBE, veteran-owned, service-disabled veteran-owned, HUBZone, small disadvantaged business, women-owned, minority-owned, WBE, VBE etc. If appropriate, please indicate if you hold a certification. If certified, prior to an award the University may request a copy of the certification from your company. 

3. If subcontractors are to be used, provide a list that specifies the name, address, phone number, contact person, and a brief description of the subcontractors’ organizational capacity and qualifications. Please include any designations as provided in #2 regarding diverse business status. 

4. Please provide a detail plan to support University of Maine with the following:
· Provide a digital “drip” campaign initiative to address the 3-year decline in yield rate of our accepted students by partnering with the Deans of each of UMaine’s five Academic Colleges.  The purpose and goal of this initiative is to increase UMaine’s 3-year average (15.2) accepted student “yield” rate by 1%. This will allow us to become more competitive with the other 6 New England flagships who’s average 3-year average yield rate is 17.9%.  In addition this initiative will allow us to mitigate the level of confirmation (Deposited Students) “Melt” during the summer.  (UMaine 3-year avg. = 18.1% - National publics avg = 15-16%).

· Offer a turn-key segmentation solution that is personality-driven and through a “psychographic” modeling that provides a rich insight in how to communication with each student based on their attributes.  This segmentation will be used across our digital, text and email communications.  Their approach is based on an Ecosystem design, accounting for the real complexities of the UMaine enrollment work and the changing student behaviors.  This allows us to uncover and interpret intelligent, market-driven, student-centric data and then leverage those findings to curate comprehensive strategy and targeted tactics that are customized for UMaine.  Bottom line, this process provides a truly personalized experiences for our students that drive engagement, action, and affinity.

5. Financial Stability
No financial statements are required to be submitted with your responses, however, prior to an award the University may request audited financial statements from your company, credit reports and letters from your bank and suppliers.

[bookmark: _Toc489531850][bookmark: _Toc98436060][bookmark: _Hlk110431932]Appendix G – Evaluation – Compliance Requirements (Accessibility & Information Security) Requirements (Updated 03/17/2022)

[bookmark: _Hlk110431945]Respondent’s Organization Name:  ______________________________________________

The University is required by policy and law to procure Information Technology products, services and materials, such as software, hardware, web services, media assets, etc., that provide substantially equivalent opportunity, access and ease of use to persons with disabilities and that protect University data. 

All responses to the questions will reflect what is offered as part of the Respondent’s proposed solution. Respondents MUST indicate if the product or service requires modification, additional costs, products or services, or if any other accommodation would be necessary to meet a requirement. 

Evaluation Question(s) – Information Security and Accessibility Standards Compliance
1. The University requires all respondents to complete the Educause-created Higher Education Community Vendor Assessment Tool (HECVAT) if any of the following are true:
a. Your solution is cloud-based, Software as a Service (SaaS) or hosted on any system that is not operated by the University of Maine System 

b. Your solution involves any sensitive data transmitted, stored, processed, or accessed by the bidder or a contractor of the bidder (including consultants)

c. The solution includes any human interface(s), such as an end-user device software component, web site or page, video or audio playback, file upload, mobile device apps, etc., or produces, includes or relies on electronic materials such as documents, PDFs, email, etc.

2. The HECVAT can be found at the Educause website.

3. When completing the HECVAT, the HECVAT Full must be completed (and not the HECVAT Lite) when any of the following conditions apply:

a. The solution includes providing consulting services.

b. The data transmitted, stored, processed or accessed includes protected health information (PHI) or any data covered by the Health Insurance Portability and Accountability Act (HIPAA),

c. The solution involves processing credit or debit card payment transactions. 

4. The HECVAT submitted must be a HECVAT version 3.0 or higher even if you have previously completed an earlier version.

5. The completed HECVAT must be submitted electronically in the original Excel file format.

6. To ensure equal opportunity for persons with disabilities, if the solution includes an end-user device software component, web site or page, video or audio playback, file upload, mobile device apps, etc., or produces, includes or relies on electronic materials such as documents, PDFs, email, etc., then provide a full completed Accessibility Conformance Report based on the Voluntary Product Accessibility Template, available at www.itic.org, version 2.4 or newer (either “VPAT 2.4 REV WCAG” or “VPAT 2.4 REV 508”). All VPAT sections, except “Instructions” must be present and completed, such as date of assessment, contact name, methods used, etc. The completed VPAT must be machine readable, e.g., scanned copies, or a link to an online VPAT, are not acceptable.

7. If the solution involves processing credit or debit card payment transactions,  provide your latest attestation of compliance (AoC) or Report on Compliance (RoC), and answer these questions:

a. Do you intend to use your merchant account, or a University merchant account?

b. Does your proposed solution provide for e-commerce and if so, is a shopping cart functionality hosted on a University website, your website, or a third party website? 

c. Does your proposed solution provide for card-present or card-not-present transactions and if so describe the methods and include a statement as to whether you include options that support P2PE-HW?

8. Include a statement that notes your acceptance to the conditions stated in University of Maine System, Master Agreement, Rider C. Standards for Safeguarding Information, as part of the agreement.

The University relies on the digital accessibility standards contained in WCAG 2.1 Level AA and Section 508 of the US Federal Rehabilitation Act.



[bookmark: _Toc489531853][bookmark: _Toc98436061]Appendix H – Evaluation Question(s) - Information Technology (Updated 8/14/2018)

Respondent’s Organization Name:  ______________________________________________
All responses to the questions will reflect what is offered as part of the Respondent’s proposed solution. Respondents MUST indicate if the product or service requires modification, additional costs, products or services, or if any other accommodation would be necessary to meet a requirement.

[bookmark: _Toc476229109]Evaluation Question(s) - General Technical
1. Please describe your offering as a Service (SaaS)/hosted, and/or University onsite deployment environments. 
a. If SaaS/hosted, list normal scheduled downtime frequency, standard day/time slots, etc. 

2. If your solution is SaaS/hosted, provide a description of your business continuity management practice. 
a. If the software is deployed in multiple sites (data centers), how often is data synchronized between the data centers?
b. Describe your strategies for minimizing downtime in the event of a catastrophic failure of the hosting environment(s) or components.
i. Would the UMS experience any loss of data as a result of downtime, system problems or catastrophic failure?  If so, describe the situations that could result in loss of UMS data.
ii. How much downtime should we expect for a catastrophic failure?

3. Describe deployment instances of the environment, such as test, development and production.  Are all of the instances available to the UMS? If yes, detail the types of instances and how access to these instances would be provided.

4. Identify which components of your products or services are provided by third-party technology partners. This includes OEM software, hosting, internal application network, etc. 
a. Describe the underlying technologies for the component(s). 
b. Provide the third-party technology partner(s) name(s), address(es) and contact(s).
c. Explain additional costs or fees associated with the components.

5. Describe practices and policies related to data stored by this solution. 
a. Clarify the data ownership rights and responsibilities of the parties and provisions for the University obtaining the data as needed even if the contract is terminated.
b. Indicate types of data stored especially if any data is protected (HIPAA, FERPA, etc.).
c. Indicate how long data is stored or archived. 
d. Describe the technology, practices and policies you have in place that would protect the UMS data from unauthorized access and use.

6. Provide a description of your change management practice for all hardware and software components. 
a. How often is the software updated and releases made available?
b. How are we notified?
c. Are updates and upgrades opt-in or mandatory?
d. What provisions do you have for managing customization requested by the UMS?
e. How are the updates accomplished?
f. How do you ensure that the system functionality is sufficiently tested before changes go into production?
g. What are the UMS options, roles and responsibilities for reviewing and approving changes? 

7. Provide detailed information regarding browser requirements for the software proposed to meet the functionality and system requirements of this RFP, including any specific required versions and/or add-ins.

8. Describe the mobile capabilities available with the proposed solution.
a. Indicate supported mobile platforms.
b. Describe implementation of mobile capabilities (i.e. mobile-enabled, apps, etc.) 
c. Explain how and when mobile updates are provided.

9. While importing data from the UMS sources, does your company provide full data hygiene, including comparing several data sources, and removal of duplicate records.

10. Does your solution provide data exports for upload to the UMS systems? If so, please describe the types of information exported and the process employed. 

11. Does this solution come with a comprehensive data dictionary of the database?

12. Describe the ability to add fields and tables to the database for University needs.

13. Do you plan to offer a solution to integrate with an Identity Management System? 
a. If so, describe how you deliver this solution. 
b. Does your solution offer capabilities to use CAS or Shibboleth for Single Sign-On (SSO)? If not, then what do you offer?
c. Describe your SSO implementation requirements.
d. Do you deliver an API that would allow for the remote management of user authorization data? If so, describe how you deliver this solution. 

14. Describe the ongoing functions to be performed by the University systems administrator and applications administrator?

15. What is the maximum number of concurrent users logged in simultaneously your system can support? Describe how your system defines concurrent users.
[bookmark: _Toc476229112]Technical Interface Data Exchange Requirements
[bookmark: _Toc476229113]The following provides the interface data exchange requirements for the Respondent’s solution.
1. Transfer of data will ONLY be accomplished using secure methods such as, but not limited to HTTPS, SCP, SFTP. Proposers must provide secure file transfer solutions and may recommend alternative processes if they would be beneficial to the UMS. Any alternatives must be described in detail and are subject to the UMS's approval. For all proposed methods of transmission, the Proposers must provide the technical requirements for establishing each method and processing transactions, a detailed description of security and authorization processes and requirements, including forms, delegation options, encryption or authentication requirements, and devices or digital certificates, alternatives available if a standard transmission method should fail, and disclose any software limitations on file sizes or numbers of records in a batch.

2. UMS prefers that whenever possible data is encrypted via PGP/GPG at rest and only decrypted when needed during processing.

3. All responses to the requirements should reflect delivered, or out-of-the-box, functionality. Respondents MUST indicate if system modification, additional products or Respondent's, costs or if any other accommodation would be necessary to meet a requirement. 
Evaluation Question(s) – Technical Interface Data Exchange
1. Please indicate your acceptance and compliance with the high-level Interface Data Exchange Requirements outlined above, including your understanding that the Interface Data Exchange may require additional requirements definition and that your proposed solution considers this task and the resulting work in-scope.  Indicate any areas of noncompliance or other concerns with these requirements.

2. Detail what security protections for the Interface Data Exchange are afforded by the solution proposed?

3. Does your solution support needs for sharing and linking data with other applications and databases?

4. Although not a requirement of this proposed solution, is there an existing interface with PeopleSoft, or would a custom interface need to be developed?

5. Does your solution allow easy integration with other applications including desktop tools, for example, Microsoft Office Professional Suite (Word, Excel, PowerPoint, Access Dataset)?

6. Does your system provide for auto/mass load of new records (including ID records), matching on IDs where necessary (non-ID records) to obtain data from external sources? Users MUST be able to perform the load, preview it online, and set additional rules before committing it to the database. It is preferable that a wizard or other user aid be available for this purpose. Some "uploads" may be updating existing records.
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