Appendix D — Master Agreement
UNIVERSITY OF MAINE SYSTEM

CONTRACT FOR PURCHASE OF PRODUCTS

This Contract entered into this day of : , by and between
the University of Maine System, hereinafter referred to as the "University", and
, hereinafter referred to as "Vendor".

WHEREAS, the University desires to purchase products, supplies, and/or equipment (collectively
referred to herein as “Products”), and the Vendor represents itself as competent and qualified to
accomplish the specific requirements of this Contract to the satisfaction of the University;

NOW THEREFORE, in consideration of the mutual promises contained herein, the parties hereby
agree as follows:

1. Specifications of Work: The Vendor agrees to deliver the Products listed in Attachment A,
hereby incorporated by reference.

2. Time for Delivery: All Products subject to this Contract shall be delivered no later than
, 20

3. Payment : The total of all payments made against this Contract shall not exceed
$ . Orders in excess of this amount will not be paid by the University unless it has
provided prior written consent to the pricing change. Payments for Products shall be made within
thirty (30) days of University’s receipt and approval of Vendor-supplied invoices. University is tax
exempt and shall not be responsible for any taxes or duties incurred in connection with the
Products.

4. Warranty and Returns: Vendor hereby warrants that the Products shall be in full conformity with the
specification, drawing, or sample provided by the University or as described in Attachment A and shall be
free from defects in materials and workmanship under normal use and service. Vendor shall cause Products
to be repaired or replaced, to the University’s reasonable satisfaction, for any claim that Products violate
this warranty within twelve (12) months from the date of delivery. Additionally, University reserves the right
inspect the Products for any loss or damage and reject and return Products within thirty (30) days of delivery
to the University’s facility. Vendor shall carry all risk of loss or damage until University has accepted the
Products. Products shall be deemed accepted if University has not rejected Products within the thirty (30)
day inspection period.

5. Shipment and Delivery: Unless otherwise agreed in a writing signed by both parties, all shipments of
Products shall be made FOB Destination (University’s Facility), freight prepaid and allowed. Shipping
charges shall be included on the Vendor’s invoice and the original freight/shipping bill attached thereto.
Except as provided in Section 18 “Force Majeure”, if shipments are delayed or unable to be made within
the time for delivery specified in Section 2 herein, the University shall have the right, but not the obligation,
to terminate this Contract without prejudice or penalty to the University.
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6. Recyclable Materials: The State of Maine has adopted laws requiring the reduction of waste prior to
recycling or disposal. In accordance with the intent of these laws, the University requests that Vendor not
use Styrofoam packing materials for any Products to the extent reasonably practicable and that packing
boxes and materials be readily recyclable in Maine.

7. Conflict of Interest: No officer or employee of the University shall participate in any decision
relating to this contract which affects his or her personal interest in any entity in which he or she
directly or indirectly has interest. No employee of the University shall have any interest, direct or
indirect, in this contract or proceeds thereof.

8. Madification: This Contract may be modified or amended only in a writing signed by both
parties.

9. Assignment: This Contract, or any part thereof, may not be assigned, transferred or
subcontracted by the Vendor without the prior written consent of the University.

10. Applicable Law: This Contract shall be governed and interpreted according to the laws of
the State of Maine.

11. Administration: shall be the University's
authorized representative in all matters pertaining to the administration of the terms and
conditions of this Contract and to whom all notices must be sent.

12. Non-Discrimination: In the execution of the Contract, the Vendor shall not discriminate on
the basis of race, color, religion, sex, sexual orientation, transgender status or gender expression,
national origin or citizenship status, age, disability, genetic information, or veteran status and shall
provide reasonable accommodations to qualified individuals with disabilities upon request. The
University encourages the employment of qualified individuals with disabilities.

13. Indemnification: The Vendor shall comply with all applicable federal, state and local laws,
rules, regulations, ordinances and orders relating to the services provided under this Contract.
Vendor shall indemnify, defend and hold the University, its Trustees, officers, employees, and
agents, harmless from and against any and all loss, liability, claims, damages, actions, lawsuits,
judgments and costs, including reasonable attorney's fees, that the University may become liable
to pay or defend arising from or attributable to any acts or omissions of the Vendor, its agents,
employees or subcontractors, in performing its obligations under this Contract, including, without
limitation, for violation of proprietary rights, copyrights, or rights of privacy, arising out of a
publication, translation, reproduction, delivery, performance, use or disposition of any data
furnished under the Contract or based on any libelous or other unlawful matter contained in such
data.

14. Compliance: Vendor certifies that neither it, nor its principals, is presently debarred,
suspended, proposed for debarment, declared ineligible or otherwise legally prohibited or
restricted from providing the Products to the University. Vendor, in its own name and at its sole
expense, shall procure and maintain any license, certification, or authorization required by
applicable law or governing authority for shipment or delivery of the Products, including without
limitation as required under the Export Administration Act of 1979 (50 U.S.C. 88§ 2401-2410), the
Export Administration Regulations promulgated thereunder (15 C.F.R. 88 768-799), the
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International Traffic in Arms Regulations (22 C.F.R. 88 120-128 and 130), and the Foreign Corrupt
Practices Act and their successor and supplemental laws and regulations.

15. Contract Validity: In the event one or more clauses of this Contract are declared invalid,
void, unenforceable or illegal, that shall not affect the validity of the remaining portions of this
Contract.

16. Independent Vendor: Vendor is an independent contractor of the University, not a partner,
agent or joint venture of the University and neither Party shall hold itself out contrary to these
terms by advertising or otherwise, nor shall either party be bound by any representation, act or
omission whatsoever of the other. For U.S. entities, Vendor, its employees and subcontractors if
any, is/are independent contractors for whom no Federal or State Income Tax will be deducted
by the University, and for whom no retirement benefits, social security benefits, group health or
life insurance, vacation and sick leave, Worker's Compensation and similar benefits available to
University's employees will accrue. Vendor will be responsible for compliance with all applicable
laws, rules and regulations involving but not limited to, employment, labor, Workers
Compensation, hours of work, working conditions, payment of wages, and payment of taxes, such
as unemployment, social security and other payroll taxes, including other applicable contributions
from such persons when required by law.

17. Entire Contract: This Contract sets forth the entire agreement between the parties on the
subject matter hereof and replaces and supersedes all prior agreements on the subject, whether
oral or written, express or implied. Unless otherwise set forth herein, all terms and conditions
appearing on Vendor’'s purchase order, website, or any other documentation submitted or
referenced by Vendor in connection with the University’s purchase of the Products shall be
considered null, void, and without effect as pertaining to the Products and the University’'s
purchase thereof.

18. Publicity, Publication, Reproduction and use of Contract’'s Products or Materials:
Unless otherwise provided by law or the University, title and possession of all data, reports,
programs, software, equipment, furnishings and any other documentation or product paid for with
University funds shall vest with the University. The Vendor shall at all times obtain the prior written
approval of the University before it, any of its officers, agents, employees or subcontractors, either
during or after termination of the Contract, makes any statement bearing on the work performed
or data collected under this Contract to the press or issues any material for publication through
any medium of communication. If the Vendor or any of its subcontractors publishes a work dealing
with any aspect of performance under the Contract, or of the results and accomplishments
attained in such performance, the University shall have a royalty free, non-exclusive and
irrevocable license to reproduce, publish or otherwise use and to authorize others to use the
publication.

19. Confidentiality: The contractor shall comply with all laws and regulations relating to
confidentiality and privacy including but not limited to any rules or regulations of the University.

20. Force Majeure: Neither party shall be liable to the other or be deemed to be in breach of this
Contract for any failure or delay in rendering performance arising out of causes beyond its
reasonable control and without its fault or negligence. Such causes may include, but are not
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limited to, acts of God or of a public enemy, fires, flood, pandemics and epidemics (including
changes to operations necessitated by government acts or guidance of public health authorities
in connection with the COVID-19 pandemic), strikes, embargoes or unusually severe weather.
Dates or time of performance shall be extended to the extent of delays excused by this section
provided that the party whose performance is affected notifies the other promptly of the existence
and nature of such delay.

21. Notices: Unless otherwise specified in an attachment hereto, any notice hereunder shall be
in writing and addressed to the persons and addresses below.

22. Counterparts and Authority: This Contract may be signed in any number counterparts, each
of which is an original copy of this Contract and all of which taken together shall constitute one
agreement. The person signing on behalf of each Party represents that he or she has the right
and power to execute this Contract on behalf of such Party. Signatures delivered via email in PDF
format or by fax shall be effective.

23. Order of Precedence: In the event of any conflict among the documents in this agreement,
the following order of precedence shall apply:

a. Terms and conditions of this Agreement

b. Rider B — Insurance Requirements

c. Rider A — Contractor’'s Quote

d. Agreement Amendments as required

24. Signatures:
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Per University policy, “Any contract or agreement for services that will, or may, result in
the expenditure by the University of $50,000 or more must be approved in writing by the
Chief Procurement Officer, or designee, and it is not approved, valid or effective until such
written approval is granted.”

FOR THE UNIVERSITY OF MAINE FOR THE VENDOR:
SYSTEM:

LEGAL NAME:

(signature)

(signature)

(print or type)

Title:

(print or type)
Address:

Title:

Address:

Telephone:

Fax:

Telephone:

Date:

Fax:

Univ. Acct.#

Date:

Tax ID #:

Title:

Chief Procurement Officer or designee

Date:
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Attachment A

Contractor’s Quote

The Vendor agrees to provide the following Products to the University:
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RIDER B
INSURANCE REQUIREMENTS
Contractor's Liability Insurance: During the term of this agreement, the Contractor shall
maintain the following insurance:

# Insurance Type Coverage Limit
1 Commercial General Liability, including Product’'s | $1,000,000 per occurrence or more
and Completed Operations

(Written on an Occurrence-based form)
(Bodily Injury and Property Damage)
Vehicle Liability $1,000,000 per occurrence or more
(Including Hired & Non-Owned)
(Bodily Injury and Property Damage)
Workers Compensation Required for all personnel
(In Compliance with Maine and Federal Law)
Professional Liability Insurance $1,000,000 per occurrence or more
(Agents, Consultants, Brokers,
Lawyers, Financial, Engineers,
or Medical Services)

Marine General Liability $1,000,000 per occurrence or more
(Any maritime or marine services)

Coverage limit requirements can be met with a single underlying insurance policy or through
the combination of an underlying insurance policy plus an Umbrella insurance policy.

The University of Maine System shall be named as Additional Insured on the
Commercial General Liability insurance.

Certificates of Insurance for all of the above insurance shall be filed with:
University of Maine System
Risk Manager
Robinson Hall
46 University Drive
Augusta, Maine 04330
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Certificates shall be filed prior to the date of performance under this Agreement. Said
certificates, in addition to proof of coverage, shall contain the standard statement pertaining
to written notification in the event of cancellation, with a thirty (30) day notification period.

The University reserves the right to change the insurance requirement or to approve
alternative insurances or limits, at the University’s discretion.

UNIVERSITY OF MAINE SYSTEM
ON CALL SERVICES MASTER AGREEMENT
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This On Call Services Master Agreement (“Agreement” or “Master Agreement”) entered into this

day of : , by and between the University of Maine System, hereinafter
referred to as the "University", and , hereinafter
referred to as "Contractor”.

WITNESSETH, that for and in consideration of the payments and agreements hereinafter
mentioned, to be made and performed by the University, the Contractor hereby agrees with the
University to provide the products and services described in this agreement. This agreement
does not constitute a guarantee of campus engagement or use of the Agreement, only that the
Contractor will supply the product and services offered in the Agreement, as required by the
campuses, for the campuses the Contractor has agreed to support, as noted in Rider A.

The following Riders, hereby incorporated into this Agreement and made part of it by reference:

Rider A - Specifications of Work to be Performed

Rider A-1 — Pricing

Rider B — Insurance Requirements

Rider C — University of Maine System Standards for Safeguarding Information

Rider D — Services Engagement Form

Agreement Amendments as required

Request for <<insert Bid or Proposal>> #<<insert #>> Issue Date <<insert date>> Titled
<<insert title>>

Contractor’s Bid in Response to Request for <<insert Bid or Proposal>> #<<insert #>>
Proposal Submission Date <<insert date>> Titled <<insert title>>

WHEREAS, the University desires to enter into an agreement for professional services, and the
Contractor represents itself as competent and qualified to accomplish the specific requirements
of this Agreement to the satisfaction of the University;

NOW THEREFORE, in consideration of the mutual promises contained herein, the parties hereby
agree as follows:

This Agreement, along with any documents identified, which are incorporated by reference,
constitutes the entire Agreement between the parties, and there are no other or further written
or oral understandings or agreements with respect thereto.

1. Specifications of Work: The Contractor agrees to perform the Specifications of Work as
described in Rider A, hereby incorporated by reference.
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Rider A provides a suite of services offered by the Contractor to the University. As required
by the University institutions, the parties will develop jointly specific Services Engagement
documents. The required format of this document is detailed in Rider D. The document will
be governed by all the terms in this agreement; except that the engagement administrator for
purposes of managing the service deliverables may be different than this Agreement
Administrator and the term may be different than the term of the agreement but may not
extend beyond this Agreement termination date. The Services Engagement document will be
fully executed by the parties. Institutions may execute more than one agreement for services
to support their needs over the term of this Agreement

2. Term: This Agreement shall commence on and shall terminate
on , unless terminated earlier as provided in this Agreement with option
for <<enter renewals as appropriate>> upon the parities’ mutual written agreement.

3. Payment:

A. Payment shall be made upon submittal of an electronic invoice to the University by the
Contractor on a net 30 basis unless discount terms are offered. In the event there is
a discrepancy with the invoice, payment terms shall be effective starting on the date
the discrepancy is resolved, for only that portion of the invoice that is disputed.
Invoices must include a purchase order number.

B. Reimbursement for travel:

Contractor may be reimbursed for pre-approved travel, lodging and meals. Copies of receipts
or itemized bills for expenses must be submitted for reimbursement.

C. “Additional Services” The University will have the option to purchase additional
services under this Agreement.

As required by the University institutions, the parties will develop jointly specific
Services Engagement documents. The required format of this document is detailed
in Rider D.

D. “Multi-Institution Capabilities” University will have the option to include products
and services under this Agreement to additional University institutions, this includes
any additional University institutions formed during the term of this agreement, all
facilities utilized by an institution including those managed and/or owned by a third
party, and additional entities, such as, the University College a division of University
of Maine at Augusta.

4. Termination: The Agreement or a Services Engagement (Rider D) may be terminated by
the University in whole, or in part, whenever for any reason the University shall determine that
such termination is in the best interest of the University. Any such termination shall be effected
by delivery to the Contractor of a Notice of Termination specifying the extent to which
performance of the Agreement is terminated and the date on which such termination becomes
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10.

11.

12.

effective. The University shall pay all allowable costs incurred up to the effective date of
termination. However, the Contractor shall not be reimbursed for any costs incurred after the
effective date of termination.

If the Contractor defaults in its agreement to provide personnel or equipment to the
University’s satisfaction, places University students or employees at significant risk of harm,
or in any other way fails to provide service in accordance with the agreement terms, the
University shall promptly notify the Contractor of such default and if adequate correction is not
made within forty-eight (48) hours the University may take whatever action it deems necessary
to provide alternate services and may, at its option, immediately cancel this agreement with
written notice.

Obligations Upon Termination: Any materials produced in performance of this agreement
are the property of the University and shall be turned over to the University upon request. The
University shall pay the Contractor for all services performed to the effective date of
termination subject to offset of sums owed by the Contractor to the University.

Non-Appropriation:  Notwithstanding any other provision of this Agreement, if the
University is not appropriated sufficient funds to pay for the work to be performed under this
Agreement or if funds are de-appropriated, then the University is not obligated to make
payment under this Agreement.

Conflict of Interest: No officer or employee of the University shall participate in any decision
relating to this agreement which affects his or her personal interest in any entity in which he
or she directly or indirectly has interest. No employee of the University shall have any interest,
direct or indirect, in this agreement or proceeds thereof.

Modification: This Agreement may be modified or amended only in a writing signed by both
parties.

Assignment: This Agreement, or any part thereof, may not be assigned, transferred or
subcontracted by the Contractor without the prior written consent of the University.

Applicable Law: This Agreement shall be governed and interpreted according to the laws of
the State of Maine.

Administration: shall be the University's
authorized representative in all matters pertaining to the administration of the terms and
conditions of this Agreement.

Non-Discrimination: In the execution of the agreement, the Contractor shall not discriminate
on the basis of race, color, religion, sex, sexual orientation, transgender status or gender
expression, national origin or citizenship status, age, disability, genetic information, or veteran
status and shall provide reasonable accommodations to qualified individuals with disabilities
upon request. The university encourages the employment of qualified individuals with
disabilities.
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13.

14.

15.

16.

17.

18.

Indemnification: The Contractor shall comply with all applicable federal, state and local laws,
rules, regulations, ordinances and orders relating to the services provided under this
Agreement. Contractor shall indemnify, defend and hold the University, its Trustees, officers,
employees, and agents, harmless from and against any and all loss, liability, claims, damages,
actions, lawsuits, judgments and costs, including reasonable attorney's fees, that the
University may become liable to pay or defend arising from or attributable to any acts or
omissions of the Contractor, its agents, employees or subcontractors, in performing its
obligations under this Agreement, including, without limitation, for violation of proprietary
rights, copyrights, or rights of privacy, arising out of a publication, translation, reproduction,
delivery, performance, use or disposition of any data furnished under the Agreement or based
on any libelous or other unlawful matter contained in such data.

Agreement Validity: In the event one or more clauses of this Agreement are declared invalid,
void, unenforceable or illegal, that shall not affect the validity of the remaining portions of this
Agreement.

Independent Contractor: Contractor is an independent contractor of the University, not a
partner, agent or joint venture of the University and neither Party shall hold itself out contrary
to these terms by advertising or otherwise, nor shall either party be bound by any
representation, act or omission whatsoever of the other. For U.S. entities, Contractor, its
employees and subcontractors if any, is/are independent contractors for whom no Federal or
State Income Tax will be deducted by the University, and for whom no retirement benefits,
social security benefits, group health or life insurance, vacation and sick leave, Worker's
Compensation and similar benefits available to University's employees will accrue. The parties
further understand that annual information returns as required by the Internal Revenue Code
and Maine Income Tax Law will be filed by the University with copies sent to Contractor.
Contractor will be responsible for compliance with all applicable laws, rules and regulations
involving but not limited to, employment, labor, Workers Compensation, hours of work,
working conditions, payment of wages, and payment of taxes, such as unemployment, social
security and other payroll taxes, including other applicable contributions from such persons
when required by law.

Intellectual Property: Any information and/or materials, finished or unfinished, produced in
performance of this Agreement, and all of the rights pertaining thereto, are the property of the
University and shall be turned over to the University upon request.

Entire Agreement: This Agreement sets forth the entire agreement between the parties on
the subject matter hereof and replaces and supersedes all prior agreements on the subject,
whether oral or written, express or implied. This Agreement is the entire agreement between
the University (including University’s employees and other End Users) and Contractor. In the
event that Contractor enters into terms of use agreements or other agreements, policies or
understandings, whether on Contractor's purchase order, website, electronic, click-through,
verbal or in writing, with University’s employees or other End Users, such agreements shall
be null, void and without effect, and the terms of this Agreement shall apply. University will
not be bound to any other terms and conditions set forth in any documents, agreements or
policies posted on Contractor's website unless such terms and conditions are set forth in this
Agreement. Contractor may not unilaterally change any term or condition of this Agreement.

Licensing: Contractor shall secure in its name and at its expense all federal, state, and local
licenses and permits required for operation under this Agreement. Contractor shall provide
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19.

20.

21.

22.

23.

proof of such licensure or permit to the University prior to commencing work under this
Agreement.

Record Keeping, Audit and Inspection of Records: The Contractor shall maintain books,
records and other compilations of data pertaining to the requirements of the Agreement to the
extent and in such detail as shall properly substantiate claims for payment under the
Agreement. All such records shall be kept for a period of seven years or for such longer period
as specified herein. All retention periods start on the first day after the final payment of the
Agreement. If any litigation, claim, negotiation, audit or other action involving the records is
commenced prior to the expiration of the applicable retention period, all records shall be
retained until completion of the action and resolution of all issues resulting therefrom, or until
the end of the applicable retention period, whichever is later. The University, the grantor
agency (if any), or any of their authorized representatives shall have the right at reasonable
times and upon reasonable notice, to examine and copy the books, records and other
compilations of data of the Contractor pertaining to this Agreement. Such access shall include
on-site audits.

Publicity, Publication, Reproduction and use of Agreement’s Products or Materials:
Unless otherwise provided by law or the University, title and possession of all data, reports,
programs, software, equipment, furnishings and any other documentation or product paid for
with University funds shall vest with the University. The Contractor shall at all times obtain
the prior written approval of the University before it, any of its officers, agents, employees or
subcontractors, either during or after termination of the Agreement, makes any statement
bearing on the work performed or data collected under this Agreement to the press or issues
any material for publication through any medium of communication. If the Contractor or any
of its subcontractors publishes a work dealing with any aspect of performance under the
Agreement, or of the results and accomplishments attained in such performance, the
University shall have a royalty free, non-exclusive and irrevocable license to reproduce,
publish or otherwise use and to authorize others to use the publication.

Confidentiality: The Contractor shall comply with all laws and regulations relating to
confidentiality and privacy including but not limited to any rules or regulations of the University.

Force Majeure: Neither party shall be liable to the other or be deemed to be in breach of this
Agreement for any failure or delay in rendering performance arising out of causes beyond its
reasonable control and without its fault or negligence. Such causes may include, but are not
limited to, acts of God or of a public enemy, fires, flood, epidemics, strikes, embargoes or
unusually severe weather. Dates or time of performance shall be extended to the extent of
delays excused by this section provided that the party whose performance is affected notifies
the other promptly of the existence and nature of such delay.

Notices: Unless otherwise specified in an attachment hereto, any notice hereunder shall be
in writing and addressed to the persons and addresses below.

To the University:

Notice Submission via Email: sourcing@maine.edu
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To Contractor:

Company Name:
Contact Name:
Address:

Phone Number:

EMail:

24. Invoices: Unless otherwise specified in an attachment hereto, invoices and questions
regarding invoices will be directed to:

University of Maine System
Accounts Payable

5761 Keyo Building

Orono, ME 04469

207-581-2695
Fax: 207-581-2698

Invoice Submission Email: UMAP@maine.edu

Invoice Inquires: UMSCentralAP@maine.edu

25. Order of Precedence: In the event of any conflict among the documents in this agreement,
the following order of precedence shall apply:
. Terms and conditions of this Agreement
. Rider A - Specifications of Work to be Performed
. Rider A-1 — Pricing
. Rider B — Insurance Requirements
. Rider C — University of Maine System Standards for Safeguarding Information
. Rider D — Services Engagement Form
. Agreement Amendments as required
. Request for <<insert Bid or Proposal>> #<<insert #>> Issue Date <<insert date>>
Titled <<insert title>>
Contractor’s Bid in Response to Request for <<insert Bid or Proposal>>
#<<insert #>> Proposal Submission Date <<insert date>> Titled <<insert title>>

26. Multi-Institution Capabilities University will have the option to include products and services
under this Agreement to additional University institutions, this includes any additional
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27.

28.

29.

30.

31.

University institutions formed during the term of this agreement, all facilities utilized by an
institution including those managed and/or owned by a third party, and additional entities,
such as, the University College a division of University of Maine at Augusta.

The Community College System and Maine Maritime Academy, both public higher
education institutions in the state, shall be permitted to piggyback off of the University’'s
agreement if they should so desire. The Contractor agrees to further provide the products
and services, with all the same terms and conditions applicable, to these additional entities.

Smoking Policy

The University must comply with the "Workplace Smoking Act of 1985" and M.R.S.A. title 22,
§ 1541 et seq "Smoking Prohibited in Public Places." In addition, University Institutions may
have specific Smoking Prohibitions. The Respondent shall be responsible for the
implementation and enforcements of these restrictions.

Time is of the Essence. T2 will work with the University of Maine System to plan the
installation dates for this project. All delivery and installation of supplies, materials or
equipment shall be mutually agreed upon by both Customer and T2 as specified in Master
Agreement Rider E.

Adherence to Standards and Site Plan. All installation and support services performed by
the Contractor will be done in accordance with applicable building codes and law, and
University of Maine System Information Technology (USIT) standards. A site plan for each
separate Master Agreement, Customer Engagement Agreement (Rider E) will be developed
in coordination with, and final approval by the University facilities director responsible for the
location, and US:IT. Upon initiation of the development of each site plan, University facility
directors and US:IT will provide the Contractor with any site-specific standards and policies
pertaining to the locations included in the site plan. The Contractor will be responsible for
determining and complying with applicable law and construction codes and where required
the site plan will detail the requirements for ANSI Standard A117.1 and ADA Accessibility
Guidelines for Buildings and Facilities.

Parking Requlations and Use of Walkways. The Contractor’'s vehicles and those of their
employees working on campus must be registered with the campus’s Security or Police
Department. Unregistered vehicles on the University campus are subject to a parking violation
ticket and/or towing off campus. Contractors are advised that parking regulations are strictly
enforced by campus police and security. Towing will be at the Contractor’s expense. A copy
of the regulations can be obtained by calling the University Parking Office.

Job Site Safety. The Contractor shall adhere to the Occupational Safety and Health
Administration’s (OSHA) most recently published Safety and Health Standards for
Construction (29 CFR 1926), general Occupational Safety and Health Standards (29 CFR
1910), relevant Maine Department of Environmental Protection (DEP) and Environmental
Protection Agency (EPA) regulations, and applicable University policies and procedures for
the duration of the Agreement. The University shall inform the Contractor of the applicable
University policies and procedures.

Contractor agrees to be responsible for initiating, maintaining and supervising all applicable
site security, environmental controls, safety practices, and programs in the performance of
the work or services in accordance with generally accepted practices, take all reasonable
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precautions to protect University property and the personal safety of University employees,
students and campus visitors, and comply with any applicable laws, rules or regulations
relating to safety of people and property.

Prior to the commencement and upon request of any phase of work, the Contractor shall
submit the name(s) of the person(s) who is (are) responsible for job site safety and
environmental management in the performance of the work and who is (are) familiar with the
above referenced regulations and University Safety and Environmental Management Policies.

Where any of the Contractor’s operations occur in, on or within 50 feet of any door, window
or air intake in a building occupied by University employees or students, the Contractor shall,
not less than fourteen (14) days prior to the start of any operation, provide directly to the
Facilities Management Shop Manager, Safety Data Sheets (SDS) on all hazardous materials
to be used in the operation. The Facilities Management Shop Manager shall be responsible
for ensuring proper precautions and naotifications to the building occupants occur prior to the
initiation of such operations.

The Contractor will include, in the proposal package, a copy of the Contractor's safety/
environmental compliance manual(s) covering all safety and environmental policies,
procedures and work practices relevant to the scope of work the Contractor will or could
perform at the University or its satellite facilities.

The Contractor shall develop and implement a site specific safety plan that addresses the
specific hazards, controls, safety procedures, training, enforcement, and reporting
requirements for all personnel. A Site Specific Work Practice and Safety Plan shall be
provided to the Facilities Management Shop Manager for work performed prior to the start of
each phase of work. The Site Specific Work Practice and Safety Plan shall include:

e A description of work practices and procedures to be followed by the Contractor and
subcontractors who will be employed to perform the phase of work. Such work
practices may include, when applicable, but are not limited to, pedestrian and traffic
control, fall protection, confined space entry, hazard communication, lockout and
tagout, storm water pollution prevention, and spill prevention control and
countermeasures.

o Copies of relevant training documents for employees of the Contractor and
subcontractors performing the work, to include Competent Person certifications where
applicable.

o Names(s) of the person(s) who is (are) responsible for job site safety for the specific
phase of work.

32. Asbestos Removal. The University shall be responsible for tracking and coordinating the
identification, removal and disposal of all Asbestos Containing Materials (ACM). The Contractor is
responsible for performing basic visual assessments of all projects and maintenance work sites for
suspected hazardous materials (materials not labeled) prior to commencing work. Where such
materials are located, the Contractor shall stop work and communicate the need for material
identification to the Facilities Management Shop Manager. The associate Director will then contact
the Asbestos and Lead Project Manager who facilitates testing and identification of the material,
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33.

34.

35.

36.

37.

completes Abatement Notifications, where applicable, and reports results of tests and /or abatement
schedules to the Facilities Management Shop Manager, who will then direct the Contractor.

Lockout and Tagout of Electrical EQuipment. The Contractor shall adhere to the Occupational
Safety and Health Administration’s (OSHA) most recently published health and safety standards for
Lockout and Tagout, (29 CFR 1910.147) and shall ensure compliance with all State, University and
local regulations relating to the lockout and tagout of electrical equipment procedures.

Confined Space Policy. Under the University’s confined space policy, where areas are defined as
permit-required confined spaces, the Contractor shall only enter these permit-required spaces under
the auspices of a written confined space permitting program that meets the requirements of OSHA's
Standard for Permit Required Confined Spaces (29 CFR 1910.146). The Contractor, prior to entry
into a permit-required confined space, must receive the following information from the University:

A. Elements, including the hazards identified and the University’s experience with the space,
that make the space in question a permit-required confined space.

B. Precautions or procedures the University has implemented for the protection of University
employees in or near permit-required confined spaces where Contractor personnel will be
working.

C. The University shall authorize entry per scope and location of each phase of the work. The
Contractor shall coordinate confined space entry operations with the University and
Contractor personnel who will be working in or near permit-required confined spaces during
Contractor’s work. The purpose of this coordination is to ensure employees of one
Contractor do not endanger the employees of any other Contractor or employees of the
University.

D. Contractor shall inform the Facilities Management Shop Manager of the permit-required
confined space program the Contractor shall follow and of any hazards confronted or created
in permit-required spaces, either through a debriefing or during the entry operation.

E. Contractor shall obtain any available information regarding permit-required space hazards
and entry operations from the University.

Fire Protection. The Contractor shall take all necessary precautions to ensure against fire during
activities and operations. The Contractor shall be responsible for maintaining within the Agreement
limits an orderly and clean area and for promptly removing all combustible rubbish from the site. No
rubbish shall be burned at the site. The Contractor shall provide and keep in working order, an
adequate number of fire extinguishers, conveniently located and designed for the hazard at hand.
For required hot work permits and fire watch, the Contractor shall contact the Office of Facilities
Management Safety Office and shall comply with the most recently published National Fire Protection
Association Life Safety Code (NFPA 101) and applicable University policies and procedures for the
duration of the agreement. The University shall inform the Contractor of the applicable University
policies and procedures.

Combustible materials shall be transported and stored on the site in conformance with state and local
codes. No accumulation of inflammable rubbish shall remain in any building overnight.

Accident/Injury Notification. The Facilities Management Shop Manager must be notified within one
() hour or as soon as possible, but no later than twenty-four (24) hours, of any accident or injury that
occurs during the course of the work performed under the Agreement.

Emergency Notification. The Contractor shall provide to the University, in writing, the names,
addresses and telephone numbers of the members of the Contractor’s organization to be contacted in
the event of an off-hours emergency related to work at the University.
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38.

39.

40.

41.

42.

43.

44,

45,

Solid Waste Removal. The Contractor shall be responsible for cleaning up and removing all waste
materials created by the Contractor’s operation from University premises by the end of the day. The
Contractor shall promote waste reduction and recycling and follow University policies to reduce, reuse
and recycle.

Protection and Security of Buildings and Property. The Contractor shall ensure adequate
protection of the properties and adjacent properties from damage or loss in the performance of the
work under the Agreement. The Contractor shall assume total liability for tangible damage to
buildings, grounds, or surfaces, resulting from negligence of the Contractor or the Contractor’s
employees or subcontractors in the performance of the work.

Sufficient keys required to perform services shall be supplied by the University to the Contractor. The
Contractor shall be responsible for the replacement costs of lost keys. If the University determines
that keys lost by the Contractor or its employees could compromise University security, the
Contractor shall be responsible for paying all costs associate with re-keying designated locations.

Environmental Protection. The Contractor shall comply with all applicable federal, state and local
laws, rules and regulations regarding the protection of the environment. A safety/environmental
manual will be provided and applicable work practices and procedures will be included in the
Contractor’s Site Specific Work Practice and Safety Plan. In accordance with reporting requirements,
the Contractor shall disclose any environmental violations caused in the performance of this work to
the University and applicable governmental agency. Any required Safety Data Sheets will be
maintained in a binder on site and shall be available for review by University personnel at all times.
Chemicals and gasoline are to be stored in proper containers as required by law. A violation of
applicable laws, rules or regulations may result in termination of the Agreement.

Liens. The Contractor shall keep the University free and clear from all liens asserted by any person
or entity for any reason arising out of the furnishing of services or materials by or to the Contractor.

Equipment and Supplies. All tools, equipment and fuel required to provide services within the
scope of work shall be furnished by the Contractor. The Contractor shall have backup equipment
available at all times to complete the work. When applicable, equipment must be licensed, registered
and insured and must comply with applicable standard safety requirements (strobe lights, back-up
alarms, fire extinguishers, etc.) University equipment or tools shall not be available for use by the
Contractor.

Materials. Materials required to be furnished by the Contractor shall be new and shall be covered by
manufacturer’'s warranty.

Labor and Materials. Unless otherwise provided in the Agreement, the Contractor shall provide and
pay for labor, materials, equipment, tools, construction equipment and machinery, water, heat,
utilities, transportation, and other facilities and services necessary for proper execution and
completion of the work, whether temporary or permanent and whether or not incorporated or to be
incorporate in the work.

Warranty of Materials and Workmanship: Except as otherwise specified, all work shall be
guaranteed by the Contractor against defects resulting from the use of inferior materials, equipment
or workmanship for one (1) year from the date of final acceptance of the project by the University.
Within two weeks’ notification of defects by the University, the contractor shall correct all defects and
shall make good all damages to the structure, site, equipment, or contents resulting from the use of
inferior materials, equipment and workmanship.
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Signatures

FOR THE UNIVERSITY OF MAINE FOR THE CONTRACTOR:
SYSTEM:

LEGAL NAME:

(signature)
(signature)

(print or type)
(print or type)

Address:

Address:

Telephone:

Telephone:

Tax ID #:
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Per University policy, “Any agreement for services that will, or may, result in the
expenditure by the University of $50,000 or more must be approved in writing by the Chief
Procurement Officer, or designee, and if it is not approved, valid or effective until such
written approval is granted.”

Chief Financial Officer approval is required of any University of Maine System agreement
of $50,000 or more, and it is not approved, valid or effective until such written approval is
granted.

Chief Business Officer approval is required of any campus specific agreement of $50,000
or more, and it is not approved, valid or effective until such written approval is granted.

Title: Title:

Chief Procurement Officer or designee Chief Financial/Business Officer or
designee
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RIDER A
SPECIFICATIONS OF WORK TO BE PERFORMED

The Contractor agrees to the Specifications of Work to be Performed as follows:

INTENT AND PURPOSE

The University of Maine System, sought proposals for contractors to provide labor, equipment
and materials pricing for on-call facilities maintenance services. This Agreement covers the
following trade services:

e <<List Trade Services Here, i.e. Plumbing, Painting>>

PRODUCT SCOPE OF WORK:

. Labor shall be based on a standard hourly rate. Materials shall be based on a firm cost.
Refer to Rider A-1 for labor rate and materials pricing.

. Site Specific Work Practice and Safety Plan shall be required for each job, Section 31.
. <<If plumbing services add this requirement in:

Plumbing Company — State of Maine master plumber’s license.
On-Site Work Supervisor - State of Maine journeyman plumber license and a minimum of
three (3) years experience.

. <<If electrician services add this requirement in —
Electrician Company — State of Maine master electrician license.
On-Site Work Supervisor - State of Maine master electrician license and a minimum of
three (3) years experience.

CAMPUSES SUPPORTED

This agreement does not constitute a guarantee of campus engagement or use of the
Agreement, only that the Contractor will supply the product and services offered in the
Agreement to the following list of campuses for the duration of the Agreement. Campus
engagement will be on an on needed basis.
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Contractor
Campus Location g nEe
(Yes or
No)
University of Maine Orono, Maine
University of Maine at Machias Machias, Maine
University of Maine at Augusta Bangor, Maine Campus
University of Maine at Augusta Augusta, Maine Campus
University of Maine at Farmington Farmington, Maine
University of Maine at Fort Kent Fort Kent, Maine
University of Maine at Presque Isle | Presque Isle, Maine
University of Southern Maine Portland Maine, Campus
University of Southern Maine Gorham, Maine Campus

Additional Scope: The Contractor shall permit product and services not covered herein to be
added by mutual agreement, without voiding the provisions of the existing agreement. The
Contractor, for additional consideration, shall furnish additional such products and services to the
University.

PRICING: Referto RIDER A-1. Pricing will be valid for the term of the Agreement.

PERFORMANCE TERMS AND CONDITIONS

1.

UMS

Employees: The Contractor shall employ only competent and satisfactory personnel and shall
provide a sufficient number of employees to perform the required services efficiently and in a
manner satisfactory to the University. If the University Agreement Administrator notifies the
Contractor in writing that any person employed on this Agreement is incompetent, disorderly, or
otherwise unsatisfactory, such person shall not again be utilized in the execution of this Agreement
without the prior written consent of the Agreement Administrator.

Business and Performance Reviews: Recognizing that successful performance of this
agreement is dependent on favorable response, the Contractor shall meet at least quarterly with
the Agreement Administrator or designee for a business and performance review to evaluate
operations and make necessary adjustments. These meetings will normally be conducted
electronically but shall be face-to-face on demand. As part of these reviews, the University reserves
the right to review equipment specifications quarterly and update equipment specifications
accordingly. Contractor shall provide a single point of contact (i.e., relationship manager) and shall
notify University in writing and in advance whenever there is a change to that single point of contact.

Campus Visits: The Contractor agrees to maintain good relations with the University. The
Contractor shall make campus visits “as needed” on three days’ notice. The Contractor will
coordinate campus visits with the University Services Information and Technology Department to
ensure proper communication and sharing of information related to customer projects.

Accessibility: If the solution, services or deliverables include any Information or Communication
Technology (ICT) containing a human-interface, such as an end-user software component, web
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pages or site, video or audio playback, file upload system, mobile device components, control
panel, reports, documents, keypad, etc., the Contractor hereby warrants that the products and/or
services to be provided under this agreement comply with the W3C's Web Content Accessibility
Guidelines (WCAG) 2.1 Level AA and the Web Accessibility Initiative Accessible Rich Internet
Applications Suite (WAI-ARIA) 2.1 for web content

The Contractor agrees to promptly respond to and resolve any complaint regarding accessibility of
its products or services which is brought to its attention and Contractor further agrees to indemnify
and hold harmless the University of Maine System from any claim arising out of its failure to comply
with the aforesaid requirements.

The University, at its discretion, may at any time test the Contractor’s products or services covered
by this agreement to ensure compliance with the above standards.

Complaints, or testing, that results in findings of non-compliance, that are not corrected within 30
days of being reported to the Contractor in writing, shall constitute a breach of this agreement and
shall be grounds for termination of this agreement and a pro-rated refund of fees paid by the
University.

Standards for Safeguarding Information: The Contractor is expected to comply with these
standards as outlined in Rider C - University of Maine System Standards for Safeguarding
Information. Should the Contractor fail to comply with the standards and is unable to reasonably
cure its noncompliance within 60 days, the University may terminate this agreement. The
University will be entitled to receive a prorated refund measured from the effective date of the
termination.

Environment Compliance: In the event this Agreement involves the generation,
transportation, handling, disposal, and/or other operations or activities in relation to toxic,
hazardous, radioactive, or otherwise dangerous gases, vapors, fumes, acids, alkali’s,
chemicals, wastes or contaminants and/or other substance, material or condition, the
Contractor aggress to indemnify save harmless and defend the University from and
against all liabilities, claims, damages, forfeitures, suits, and the costs and expenses
incident thereto (including costs of defense, settlement and reasonable attorney’s fees)
which the University may hereafter incur as a result of death or bodily injuries or damage
to any property, contamination of or adverse effects of the environment or any violation of
state or federal regulations or laws (including without limitation the Resources
Conservation and Recovery Act, the Hazardous Material Transportation Act or the
Superfund Amendment and Reauthorization Act, as the same now exists or may hereafter
be amended) or order based on or arising in whole or in part from the Contractor’s
performance under this Agreement, provided, however the Contractor shall not indemnify
the University for any liabilities, claims, damages, (as set forth above) caused by or arising
out of the sole negligence of the University, or arising out of any are of responsibility not
attributable to Contractor.

PROJECT SPECIFIC PERFORMANCE TERMS AND CONDITIONS - ASBESTOS
ABATEMENT

1) Labor. The Contractor shall provide a Supervisor and a Worker, 40 hours per week,
52 weeks per year, and provide additional Workers, satisfactory to the Contract
Administrator, as needed.

UMS
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2)

3)

4)

5)

6)

a) The Contractor's on-site Supervisor shall also be a Maine DEP certified Project
Designer.

b) The Contractor's Supervisor may direct multiple crews at the work site (campus)
in accordance with Maine DEP Chapter 425 and OSHA 29 CFR 1926.1101.

c) Contractor personnel assigned to work at the University shall have demonstrated
experience in performance of asbestos removal on "operating steam systems,"
in steam pits and other confined spaces including trenches. The assigned
personnel must be knowledgeable in the types of hazards and have experience
in work of this type.

d) Contractor personnel involved with work of this nature shall have training as
required by OSHA and the policies of the University as directed by the Contract
Administrator for work of this nature prior to being assigned to work at the
University.

e) Contractor personnel assigned to work at the University must have an
understanding of the hazards associated with and demonstrated experience in
the clean-up of bird, bat, mouse, rat, or other animal droppings and carcasses.

f) Contractor personnel assigned to work at the University shall have an
understanding of the hazards and work practices associated with and
demonstrated experience in renovation/demolition activities that impact materials
contaminated with mold.

g) Contractor personnel assigned to work at the University shall have an
understanding of the hazards associated with lead exposure, proper work
practices, clearance procedures, and appropriate training when work is to be
performed in child-occupied areas as defined and required in the EPS's
Renovations, Repair and Painting Rule.

Decontamination Unit. The Contractor shall provide a portable, mobile, self-
contained decontamination unit that can be mobilized to smaller jobs.

Materials. The Contractor shall provide new or used materials and equipment that
are undamaged and in serviceable condition. The Contractor shall provide only
materials and equipment that are recognized as being suitable for the intended use
by compliance with all applicable local, state and federal standards.

Substitutions. The University will consider proposals for substitutions of materials,
equipment and methods only when such proposals are accompanied by full and
complete technical data and all other information required by the University to
evaluate the proposed substitution.

Storage. The University will provide space to park a waste storage trailer and an
equipment storage trailer that can be accessed during mutually agreed upon working
hours.

Prior to Asbestos Abatement Activities, on a per-project basis:
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a)

b)

c)

The Contract Administrator or designee shall complete, with the assistance of the
Contractor and guidance of the Project Monitor, a state Notification of Demolition
and Renovation to include a work practice waiver and a notification waiver when
appropriate. Note: Work- practice waivers must be approved by the University's
Project Monitor and Contract Administrator. The Contractor must be able to
complete the asbestos abatement in a time period to be determined by the
University. The University is not required to provide a to- day notification to Maine
DEP for much of its O&M work. Contractor shall not expect a 10-day window for
planning each job.

The Contract Administrator or designee shall:

i) Provide to the Contractor and the Project Monitor a copy of the state
notification as the scope of work plan;

i) Notify occupants of work areas that may be disrupted by the abatement, of
project dates and ofrequirements for relocation. Arrangements must be made,
prior to the start of work, for relocation of desks, files, equipment, and
personal possessions to avoid unauthorized access into the work area.
Notification will include users of the building to prevent unauthorized access.
The University shall also coordinate establishing a general work area for
Contractor use.

iii) Provide to the Contractor information concerning University policies, access,
shutdown, and protection requirements of certain equipment and systems in
the work area.

iv) Submit proper written notifications, as required, to:

Asbestos Coordinator
Department of Environmental Protection State House Station 17
Augusta ME 04333

The University shall be responsible for all notification fees.
v) Facilitate weekly progress meetings.
The Project Monitor shall submit to the Contractor, as needed, results of historic
air sampling and bulk sampling including location of samples, name of Project
Monitor, equipment utilized, and method of analysis.

7) During Abatement Activities :

a)

UMS -

The following shall be submitted by the Contractor to the Project Monitor for

inclusion in reports provided to the Contract Administrator:

i) Daily copies of work site entry log books with information on worker and
visitor access.

i) Logs documenting filter changes on respirators, HEPA vacuums, HEPA
ventilation units, and other engineering controls.

iii) Results of materials testing conducted during the abatement for purposes of
utilization during abatement activities (e.g. testing of encapsulant for depth of
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b)

penetration, testing of substitute materials for adherence to encapsulated

surfaces).
The Contractor shall maintain copies of all standards, regulations, codes, and
other applicable documents, including a copy of the Contract resulting from this
RFP, at the work site. The Contractor shall post, in the clean room area of the
worker decontamination enclosure, a list containing the names, addresses and
telephone numbers of the Contractor, Contract Administrator, Project Monitor,
the testing laboratory, and any other personnel who may be required to assist
during abatement activities (e.g. Safety Officer, Building Maintenance Supervisor,
Energy Conservation Officer). Off hour phone numbers shall also be posted in
the event of an emergency.

8) Post-Abatement Requirements.

a)

b)

The Contractor shall submit to the Contract Administrator copies of signed
receipts from the approved permitted landfill operator of receipt of material at the
permitted landfill clearly indicating the following:

i) Date.

i) Time.

iii) Amount of material received.

iv) Authorized person's signature from permitted landfill.

v) Name and address of transporter.

vi) Driver's signature.

vii) Name and address of permitted landfill operator.

viii)Date and time material is to be land-filled.

The Contractor shall supplement the Waste Shipment Record that is submitted to
the Contract Administrator with a list of all activities that contributed to each
specific load of waste.

The Contractor shall provide project specific documentation to the Contract
Administrator or the Project Monitor as requested. This includes, but is not limited
to, a copy of the complete project design including drawings, pre- and post-work
site photos and other reports as needed.

9) Site Security.

a)

b)

UMS -

Access to each work area is to be restricted to authorized, trained and protected
personnel. These may include the Contractor's employees, employees of
subcontractors, University employees and representatives, state and local
inspectors, and.other designated individuals.

Entry into the work area by unauthorized individuals shall be reported
immediately to the Project Monitor by the Contractor.

If a containment structure is required, a log book shall be maintained in the clean
room area of the worker decontamination system. Anyone who enters the work
area must record name, affiliation, time in, and time out for each entry.
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d)

e)

If a containment structure is required, access to the work area shall be through a
single worker decontamination system. All other means of access (doors,
windows, hallways, etc.) shall be blocked or locked so as to prevent entry to or
exit from the work area. The only exceptions for this rule are the waste pass-out
airlock which shall be sealed except during the removal of containerized
asbestos waste from the work area, and emergency exists in case of fire or
accident. Emergency exits shall not be locked to prevent egress or blocked
whatsoever. However, they shall be sealed with polyethylene sheeting, labeled
and taped until needed.

Contractor shall have control of site security during abatement operations in
order to protect work efforts and equipment.

10)Emergency Planning.

a)

b)

c)

d)

UMS -

Emergency planning shall be developed by the Contractor and submitted to the
Contract Administrator prior to abatement initiation.

Emergency planning shall include notification of police, fire and emergency
medical personnel of planned abatement activities, work schedule and layout of
work area.

Contractor employees shall be trained in proper evacuatioll procedures in the
event of workplace emergencies.

Telephone numbers of all emergency response personnel shall be prominently
posted in the clean change area and equipment room, along with the location of
the nearest telephone.
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RIDER A-1
PRICING

Hours Supported — (Non-Emergency)

Table - Labor Rates

Position Title

Labor Rate

Labor Rate

Overtime /

Weekend /
Holiday

Labor Rate
Emergency

UMS
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Table - Materials

Equipment
Manufacturer
Number

Equipment Description

Unit Price

Discount
Price

Extended
Price
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RIDER B
INSURANCE REQUIREMENTS

Contractor's Liability Insurance: During the term of this agreement, the Contractor shall
maintain the following insurance:

# | Insurance Type Coverage Limit

1 Commercial General Liability, $2,000,000 per occurrence or
including Product’'s and Completed | more
Operations

(Written on an Occurrence-based

form)
(Bodily Injury and Property Damage)
2 | Vehicle Liability $1,000,000 per occurrence or
(Including Hired & Non-Owned) more
(Bodily Injury and Property Damage)
3 Workers Compensation Required for all personnel

(In Compliance with Maine and
Federal Law)

4 Professional Liability Insurance $2,000,000 per occurrence or
(Agents, Consultants, Brokers, more

Lawyers, Financial, Engineers,
or Medical Services)

Coverage limit requirements can be met with a single underlying insurance policy or through
the combination of an underlying insurance policy plus an Umbrella insurance policy.

The University of Maine System shall be named as Additional Insured on the
Commercial General Liability insurance.

Certificates of Insurance for all of the above insurance shall be filed with:
University of Maine System
Risk Manager
Robinson Hall
46 University Drive
Augusta, Maine 04330

Certificates shall be filed prior to the date of performance under this Agreement. Said
certificates, in addition to proof of coverage, shall contain the standard statement pertaining
to written notification in the event of cancellation, with a thirty (30) day notification period.

The University reserves the right to change the insurance requirement or to approve
alternative insurances or limits, at the University’s discretion.
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RIDER C
UNIVERSITY OF MAINE SYSTEM
STANDARDS FOR SAFEGUARDING INFORMATION

1. Scope: This Rider addresses the Contractor’s responsibility for safeguarding Protected
University Data. For the purposes of this Rider, Protected University Data is defined as any
data or information owned by Institution that the Contractor creates, obtains, accesses (via
records, systems, or otherwise), receives (from Institution or on behalf of the Institution), or
uses in the course of its performance of the contract which include, but not be limited to:
social security numbers; drivers’ license numbers; credit card numbers; and all information
whose collection, disclosure, protection, and disposition is governed by state or federal law
or regulation, particularly information subject to the Family Educational Rights and Privacy
Act (FERPA).

2. Term and Termination: This Rider shall take effect upon execution and shall be in effect
commensurate with the term of the Agreement to which it is attached.

3. Subcontractors and Agents: Contractor shall not provide any Protected University Data to
subcontractors, agents, or other third parties without prior written authorization from the
University. If Contractor provides any Protected University Data received from the
University, or created or received by Contractor on behalf of the University, to a
subcontractor or agent, the Contractor shall require such subcontractor or agent to agree to
the same restrictions and conditions as are imposed on Contractor by this Agreement and
Rider.

4. Property of University: Unless otherwise stated in the Agreement, all Protected University
Data is the property of the University and shall be turned over to the University upon
request.

5. Return or Destruction of Protected University Data:

A. Within 30 days of termination, cancellation, or expiration of the Agreement, for any
reason, Contractor shall cease and desist all uses and disclosures of Protected
University Data and shall return all such information received from the University, or
created or received by Contractor on behalf of the University, unless the University
requests that all such data be destroyed beyond all ability to recover. This provision
shall apply to information that is in the possession of subcontractors or agents of
Contractor. Contractor shall retain no copies of University information, including any
compilations derived from and allowing identification of any individual’'s confidential
information.

B. In the event that Contractor determines that returning or destroying any such
information is infeasible, Contractor shall provide to University notification of the
conditions that make return or destruction infeasible. Upon mutual agreement of the
Parties that return or destruction of such information is infeasible, Contractor shall
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extend the protections of this Agreement to such information and limit further uses
and disclosures of such information to those purposes that make the return or
destruction infeasible, for so long as Contractor maintains such information.

6. Survival: While any Protected University Data is in the possession or control of the
Contractor, its subcontractors or agents, the respective rights and obligations of Contractor
pursuant to this Rider shall survive termination of the Agreement.

7. Reasonable and Appropriate Controls: The Contractor agrees to implement reasonable and

appropriate privacy and security measures to preserve the confidentiality, integrity and
availability of all electronically maintained or transmitted Protected University Data furnished
by the University, or collected by the Contractor on behalf of the University

A.

If information pertaining to student educational records is accessed, transferred,
stored or processed by Contractor; Contractor shall protect such data in accordance
with FERPA.

If information pertaining to protected health information is accessed, used,
collected, transferred, stored or processed by Contractor; Contractor shall protect
such data in accordance with HIPAA and Contractor shall sign and adhere to a
Business Associate Agreement.

If Contractor engages in electronic commerce on behalf of the University or
cardholder data relating to University activities is accessed, transferred, stored or
processed by Contractor; Contractor shall protect such data in accordance with
current PCI-DSS requirements.

If information pertaining to protected financial customer information is accessed,
transferred, stored or processed by Contractor; Contractor shall protect such data in
accordance with GLBA.

If information pertaining to persons located in the European Economic Area
(EEA) is accessed, transferred, stored, or processed by Contractor; Contractor shall
protect, collect, store, transfer, and process such data in accordance with the
obligations of a data processor, or in accordance with the obligations of a data
controller if specified within the underlying agreement as a data controller, as set
forth in the General Data Protection Regulation (GDPR, Regulation (EU) 2016/679)
and shall provide reasonable assistance at the request of the University for
fulfillment of requests made pursuant to the rights afforded to data subjects in
GDPR Chapter 1.

8. Prohibition of Unauthorized Use or Disclosure of Information: Contractor agrees to hold all

information in strict confidence. Contractor shall not use or disclose information received
from, or created or received by, Contractor on behalf of the University except as permitted or
required by this Agreement, as required by law, or as otherwise authorized in writing by the
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10.

11.

12.

University. For the avoidance of doubt, transfers of Protected University Data to another
country without the prior written authorization of the University constitute unauthorized use
of information in breach of this Section 8.

Contractor Employee Data Access Control: All Contractor employees shall be adequately
screened, commensurate with the sensitivity of their jobs. Contractor agrees to limit
employee access to data on a need-to-know basis. Contractor shall impose a disciplinary
process for employees not following privacy procedures. Contractor shall have a process to
remove access to Protected University Data immediately upon termination or re-assignment
of an employee by the Contractor.

Data Breach: Contractor shall report to the University any use or disclosure of Protected
University Data not authorized by this Agreement or in writing by the University. Contractor
shall make the report to the University not more than one (1) business day after Contractor
learns of such use or disclosure. Contractor’s report shall identify; (i) the nature of the
unauthorized use or disclosure, (ii) the information used or disclosed, (iii) who made the
unauthorized use or received the unauthorized disclosure, (iv) what Contractor has done or
shall do to mitigate the effects of the unauthorized use or disclosure, and (v) what corrective
action Contractor has taken or shall take to prevent future similar unauthorized use or
disclosure. Contractor shall provide such other information, including a written report, as
reasonably requested by the University.

Contractor shall take appropriate steps to remedy such data breach and mitigate, to the
extent practicable, any harmful effect that is known to Contractor of a security breach or use
or disclosure of Protected University Data by Contractor in violation of the requirements of
this agreement. Contractor shall keep University informed on the progress of each step of
the incident response. Contractor shall indemnify and hold University harmless from all
liabilities, costs and damages arising out of or in any manner connected with the security
breach or unauthorized use or disclosure by Contractor of any Protected University Data.
Contractor shall mitigate, to the extent practicable, any harmful effect that is known to
Contractor of a security breach or use or disclosure of Protected University Data by
Contractor in violation of the requirements of this Agreement. In addition to the rights of the
Parties established by this Agreement, if the University reasonably determines in good faith
that Contractor has materially breached any of its obligations, the University, in its sole
discretion, shall have the right to terminate the Agreement immediately.

Mobile Devices: If mobile devices are used by the Contractor in the performance of this
Agreement to access Protected University Data, Contractor shall install and activate
authentication and encryption capabilities on each mobile device in use.

Contractor Hosted Data: If Contractor hosts Protected University Data in or on Contractor or
subcontractor facilities, the following additional clauses apply.

A. Computers that host Protected University Data shall be housed in secure areas that
have adequate walls and entry control such as a card-controlled entry or staffed
reception desk. Only authorized personnel shall be allowed to enter, and visitor
entry will be strictly controlled.
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B. Contractor shall design and apply physical protection against damage from fire,
flood, earthquake, explosion, civil unrest, and other forms of natural or man-made
disasters. Contractor shall protect hosted systems with Uninterruptible Power
Supply (UPS) devices sufficient to meet business continuity requirements.

C. Contractor shall backup systems or media stored at a separate location with regular
scheduled incremental and full back-ups with sufficient retention of backup files to
restore data. Contractor shall test restore procedures not less than once per year.

D. Contractor shall provide for reasonable and adequate protection on its network and
system to include firewall and intrusion detection/prevention.

E. Contractor shall use strong encryption and certificate-based authentication on any
server hosting on-line and e-commerce transactions with the University to ensure
the confidentiality and non-repudiation of the transaction while crossing networks.

F. Contractor shall require strong passwords for any user accessing Protected
University Data. Strong passwords shall be at least eight characters long; contain at
least one upper and one lower case alphabetic characters; and contain at least one
numeric or special character.

G. The installation or modification of software on systems containing Protected
University Data shall be subject to formal change management procedures and
segregation of duties requirements.

H. Contractor who hosts Protected University Data shall engage an independent third-
party auditor to evaluate the information security controls not less than every two (2)
years. Such evaluations shall be made available to the University upon request.

13. Records and Compliance: Contractor shall maintain records and other compilations of
data pertaining to the use, access, collection, storage, and transfer of Protected
University Data and make such available to the University or regulatory authorities
(including, without limitation, the Secretary of the U.S. Department of Health and Human
Services and public authorities in the EEA) upon request as reasonably necessary to
demonstrate compliance with applicable laws, regulations, and lawful orders.

14. System Development: If the Contractor provides system development, Protected
University Data shall not be used in the development or test environments. Records that
contain these types of data elements may be used if that data is first de-identified,
masked or altered so that the original value is not recoverable. For programs that
process Protected University Data, initial implementation as well as applied updates
and modifications must be produced from specifically authorized and trusted program
source libraries and personnel. Contractor shall provide documentation of a risk
assessment of new system development or changes to a system.
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RIDER D
SERVICES ENGAGEMENT FORM

Services Engagement to Agreement for Services

University of Maine System Agreement # Agreement Date:

This Services Engagement is entered into as of the date of the last signature provided between
(“Contractor”) and

(“Institution”).

This Services Engagement shall be governed by the terms and conditions of the Master Agreement
identified in this form. This form may not amend any terms or conditions of the Master Agreement other
than to express an institution’s engagement with the Contractor.

This Service Engagement Form when fully executed by the Parties’, provides authorization to engage for
the following services, products and/or licenses, identified and as offered in Agreement Rider A & A-1:

SERVICES / PRODUCTS / LICENSING (Term and Agreement Rider A-1 pricing must be specified
below):

SIGNATURES:
Institution Contractor
By: By:
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Name: Name:
Title: Title:
Date: Date:
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