 SEQ CHAPTER \h \r 1POLICY FOR PRESERVATION OF

ELECTRONICALLY STORED INFORMATION

(LITIGATION HOLDS)

There are compliance obligations the University must meet when a legal claim is filed or

anticipated which require that the University be able to identify the location and format of electronically stored information (ESI).  ESI includes but is not limited to email or gmail (message contents, header information, usage log; data bases (records and fields and structural information); word processing files (including known drafts, deleted files, and file fragments); and spreadsheets. If a claim is filed or reasonably anticipated past, present and future information related to the claim may need to be preserved.

ESI may be located on many different devices.  In addition to department gmail or email files, these could include internal and external drives, laptops, servers, smart phones, phone mail and back-up tapes among others. 

Employees are under a duty required by law to preserve any and all evidence whether it is in hard copy or ESI when they receive notice from University Counsel to do so.  This is referred to as a “litigation hold”. It includes a suspension of normal data deletion processes. University Counsel will contact the Information Technology (IT) administrators and pertinent administrators to put such a hold in place. A failure of anyone to comply may result in extensive fines and penalties as well as jeopardize the position of the University in a claim or lawsuit.

